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Countering Corporate Espionage

Introduction to Covert Video Surveillance, Industrial Espionage, and Electronic Eavesdropping


COURSE DESCRIPTION 

This seminar is a comprehensive overview of the threat of information theft by electronic means. It is packed with no- nonsense, usable information. Detection and prevention are emphasized. Equipment is demonstrated. Most important, information on how to protect your privacy is presented in terms, which can be understood by persons without training in electronics. The seminar leader believes in full and frank interchange of information and his seminars are laced with details of real-world experiences.  The objective of this seminar is to provide enough information on methods of invading privacy so that each participant will develop an appreciation for the various threats, and will be able to create a valid countermeasures program to fit his unique situation.  You will learn: 

( Who spies on you and how 



( Sources of good information 

( Equipment that can't do the job 


( Sources of good equipment 

( How to keep your conversations confidential 
( How to evaluate a potential TSCM firm 

COURSE TOPICS

Covert Video Surveillance:

Covert video surveillance is the art of taking video pictures of people and events without allowing the subjects to be aware of the activity.  In fixed installations the camera can be looking through a tiny hole in the dropped ceiling, wall, smoke alarm, or you name it. In quick-plant installations, the biding places include a VCR, a handbag, a fanny pack, a book on the bookshelf, etc. However, the most dangerous are probably the body-worn cameras because they can be covertly moved to the best observation point. Covert video equipment will be shown. 

Industrial Espionage:
Industrial espionage is the collection of competitor information by the illegal and unethical practices of bribery, theft, impersonation, electronic eavesdropping (bugging and lapping), and burglary. 

Peter Heims, in his excellent book "Countering Industrial Espionage" listed twenty different methods of collecting information, some obviously legal and some obviously illegal. During this introductory seminar, we'll ask you just how many of Peter Heims' listed methods you would use.  Here's a sampling of his list. 

(  Blackmail and extortion ( Hiring an employee away from a competitor to get specific know-how ( Hiring a professional investigator to get a specific piece of information ( Trade fairs, exhibits, and competitors' brochures ( Legitimate employment interviews with people who worked for a competitor ( False job interview with competitors employees ( False negotiation with competitor for a license or joint venture ( Bribing competitor's supplier or employee ( Planting your agent on the competitors payroll  ( Eavesdropping (wire tapping) on competitor

( Theft of drawings, sample documents, etc. 

Electronic Eavesdropping:

The electronic eavesdropping covered in this seminar is the systematic theft of the proprietary information of a business or person through the use of covert listening systems, either bugs or taps. This is accomplished by radio transmitter room bugs, carrier current room bugs, telephone taps, telephones converted to room bugs, other wired bugging systems, and some modern innovative systems. 

A Sample Of What Is Covered:

( The best way to tap a phone & How to detect this type of tap ( Other phone tapping methods ( Radio transmitter bugs ( The loudspeaker as microphone ( The law regarding interception of 
telephone conversations ( When it's legal to listen ( Can cordless and cellular calls be heard? ( An interesting method to use a hand held cellular telephone as a room bug ( Modern eavesdropping methods ( A simple but fair test to give to a potential countermeasures service firm ( How to set up an effective in-house TSCM program ( The most common vulnerability in most businesses ( The biggest single modern threat ( The eavesdropping system found most often ( Security problems with modern telephone systems ( Security of fax transmissions ( How to protect voice, fax and data transmissions ( How to detect or defeat taps and radio bugs ( The real value of some of the very expensive equipment currently being sold ( The value of speech scramblers ( Legal issues. 

Biography of Instructor(s)

The course instructor, Kevin Reierson, President of Ross Engineering, Inc., comes from an educational background in electrical engineering, and began his career in the security field as a security director in industry in 1979.  In 1982 he was a cofounder of a private investigation firm, which offered Technical Surveillance Countermeasures (TSCM) as one of their many services.  His electronic countermeasure training included Dektor TSCM methods, CCS, and Ross Engineering training.  He met James Ross in 1984, and has been a featured speaker at the annual Surveillance Expo in Washington D.C. for more than ten years.  In 1993 he licensed the Ross Engineering name and was the senior license holder and directly involved in the operations of the D. C. office.  He is currently the lead instructor at the Ross Engineering Training Center in St. Paul, Minnesota.  His 20 (plus) years of real-world experience (foreign and domestic) in TSCM, technical investigations, educational studies in engineering, and years of study under James Ross gives him a  unique style of teaching which is easily understood by both the non-technical and the technical  attendee. In recent times he has headed several TSCM teams for Ross Engineering as far away as Morocco and Saudi Arabia.  Mr. Reierson has appeared on multiple television news programs as an expert in TSCM, and has received mention in the Washington Post, Baltimore Sun, Saudi Gazette, and the Minneapolis Star Tribune, among other publications

The course author is James A. Ross who has been leading seminars and training sessions on TSCM since 1977.  He is an engineer (BS, West Point; MSEE, University of Illinois) with experience teaching college-level and technician-level electronics as well as TSCM.  With over 45 years of professional experience in communications and electronics, he has performed TSCM services for many of the Fortune 500 companies and his seminars and training sessions have been attended by security managers, private investigators, and government security professionals from all over the world. Since 1977, Ross's seminars have been attended by such organizations as: First & Merchants National Bank, Dow Chemical, EXXON, IBM, Bell Telephone, Martin Marietta, FBI, Cities Service Company, DuPont, PRC, Federal Reserve Board, Northrop, Lockheed, Texas Instruments, Sperry, US Capitol Police, NRC, Department of Defense, US Customs, Department of Justice, DFA, US Marshals, several foreign governments, private investigators and some who wish to remain nameless.

WHAT IS INCLUDED 

· Course materials (including 100+ page notebook) 

· Lifetime no-charge consultation with the instructor  by telephone 

· Certificate of Attendance and Continuing Education Units 

COMMENTS BY PARTICIPANTS

( “… of the hundreds of seminars that I have attended in my professional experience, yours has got to be the best " ( "Presentation was clear and concise." ( "Good coverage of a delicate and sensitive subject..." ( “I learned more than in my two years of field experience… I appreciate your answering my questions in terminology I understand." 

 SEQ CHAPTER \h \r 1Equipment (hands on)

Spectrum Analyzer



Broadband Receivers

Low Frequency (VLF) Receivers

Pocket RF Detectors

Telephone Testing Equipment


Data Network Testing Equipment

Video Detection Equipment


Covert Video Systems / DVR

Wireless Network Detection (802.11b, g)
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